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A supply chain is a network of interdependent actors, including suppliers, manufacturers, 
retailers, and end consumers. Beyond the operational connections, the central question is how 
these interdependencies contribute to creating and distributing value within a company’s 
ecosystem. While digital technologies have facilitated collaboration across organizations, they 
have simultaneously increased exposure to cyber risks and disruptions. Building resilient 
supply chains, capable of anticipating, reacting to, and recovering from such disruptions, has 
therefore become a strategic necessity. 

Within this context, the NARRATE Euro-Horizon Project1 introduces the Intelligent 
Manufacturing Custodian (IMC), a central hub designed to enhance digital intelligence, 
improve production efficiency, and strengthen resilience. The IMC integrates advanced 
technologies such as Artificial Intelligence (AI), Digital Twins (DT), Big Data (BD), and the 
Internet of Things (IoT) to provide real-time visibility and control across supply chain and 
manufacturing activities. This enables precise monitoring, early disruption detection, and 
informed decision-making to ensure operational continuity. 

Work Package 3 (WP3) of the project focuses on Data Contextualization, Interoperability, 
and the SMN Knowledge Model. A critical element of this package is the protection of sensitive 
information and the assurance of data integrity across multiple supply chain stages. This 
includes production processes, asset data, replenishment activities (supplier and logistics 
information), and real-time operational data (routing, warehousing, and transport). The 
Security & Privacy component addresses both unidirectional and bidirectional data-sharing 
scenarios, ensuring confidentiality and trust across diverse partners. 

Research Objectives 

The main objective of this research is to investigate and propose approaches for ensuring 
security and privacy in digital supply chains within the context of the NARRATE Euro-Horizon 
project. The work will focus on safeguarding data integrity, protecting sensitive information, 
and improving trustworthiness in information sharing across the supply chain. 

The specific objectives are to: 

1. Analyze cybersecurity standards and frameworks, including the NIST Cybersecurity 
Framework for Supply Chains, ISO 27001, and other relevant industry guidelines, 
benchmarking their alignment with regulatory requirements and best practices. 

 

2. Conduct a literature review of existing approaches to data integrity and privacy in digital 
supply chains, with particular attention to technologies such as secure information-
sharing protocols. 

 
11 h#ps://project-narrate.eu/ 



3. Contextualize the study within the NARRATE project by identifying and mapping the 
main security and privacy risks related to production processes, supplier and logistics 
data, and real-time operational information (e.g., routing, warehousing, and transport). 

4. Develop a conceptual model or structured set of guidelines that describes how integrity 
and privacy mechanisms  could be applied to the Intelligent Manufacturing Custodian 
(IMC) system in NARRATE. 

5. Illustrate and assess the conceptual model through pilot scenarios from the NARRATE 
project, particularly disruption events, to evaluate how secure data sharing and integrity 
mechanisms can enhance decision-making and supply chain resilience. 
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