M2-internship: Robust and Resource-Efficient
Adaptive Key Refresh for IoT Networks using
Deep Reinforcement Learning

Duration: 5 months

Supervision: Hamida SEBA (LIRIS, Lyon 1) and Lamine Messai (ERIC, Lyon 2).

Location: LIRIS, campus de la Doua Villeurbanne

Application should be sent to: Hamida.seba@univ-lyonl.fr and mohamed-lamine.messai@univ-
lyon2.fr (CV+Transcripts)

Context

In resource-constrained Internet of Things (IoT) networks, maintaining secure communi-
cations requires periodic key refreshing to mitigate the impact of node compromises—a
process known as self-healing. However, static refresh intervals create a critical trade-off:
excessive updates deplete limited battery reserves, while infrequent updates extend the
window of vulnerability for attackers.

The previous I-Refresh [10] framework addressed this by implementing a Deep Q-
Network (DQN) agent at the Base Station to dynamically trigger key updates based
on network security indicators. Despite its potential, the current prototype faces chal-
lenges regarding high communication overhead due to continuous metric reporting, a
dependence on empirically tuned reward weights, and an assumption of honest metric
reporting from potentially compromised nodes. This project aims to evolve I-Refresh into
a production-ready framework by optimizing monitoring efficiency, hardening the system
against malicious metrics (Byzantine resilience), and validating its performance against
state-of-the-art adaptive security schemes.

Bibliography & Research Directions

The project will be anchored in the following theoretical pillars:

e Symmetric Key Management Self-Healing: Study of Random Key Predistribution
(RKP) [4], RoK [3], and distributed schemes such as POSH [8] and POLISH [5].

e Adaptive Security Frameworks: Analysis of context-aware protocols including SKWN
[6] and vector-based secret derivation (EVKMS) [1].

e Deep Reinforcement Learning (DRL): Implementation of DQN architectures [7],
Bellman equation optimization, and -greedy exploration strategies for autonomous
decision-making based on RL fundamentals [9].
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e [oT Threat Modeling: Comprehensive analysis of node compromise patterns and
attack arrival distributions (Exponential, Log-Normal, and Gamma) as described in
general IoT security surveys [2].
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Objectives

The main goal is to transform the [-Refresh prototype into a robust industrial-grade
framework through the following objectives:

1. Reduce Communication Overhead: Design and implement a lightweight moni-
toring mechanism (e.g., event-driven reporting or edge aggregation) to minimize the
traffic generated by security vector transmissions.

2. Dynamic Threat Weighting: Replace empirical linear weights in the reward
function with an automated, data-driven weighting system to ensure generalizability
across heterogeneous IoT deployments.

3. Byzantine-Resilient Monitoring: Develop a trust-aware aggregation layer ca-
pable of filtering out false security metrics sent by compromised nodes intended to
mislead the RL agent.

4. Cryptographic Generalization: Extend and validate the RL trigger mechanism
for key management schemes beyond RKP, ensuring compatibility with hierarchical
or vector-based architectures.



5. Rigorous Benchmarking: Establish a comprehensive evaluation suite compar-
ing the proposed solution against periodic refresh, threshold-based heuristics, and
advanced adaptive schemes like SKWN.



