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Abstract A new reversible 3D mesh watermarking sch-
eme is proposed in conjunction with progressive com-
pression. Progressive 3D mesh compression permits a
progressive refinement of the model from a coarse to
a fine representation by using different levels of detail
(LoDs). A reversible watermark is embedded into all
refinement levels such that (1) the refinement levels are
copyright protected, and (2) an authorized user is able
to reconstruct the original 3D model after watermark
extraction, hence reversible. The progressive compres-
sion considers a connectivity-driven algorithm to choose
the vertices that are to be refined for each LoD. The
proposed watermarking algorithm modifies the geom-
etry information of these vertices based on histogram
bin shifting technique. An authorized user can extract
the watermark in each LoD and recover the original
3D mesh, while an unauthorized user which has access
to the decompression algorithm can only reconstruct a
distorted version of the 3D model. Experimental results
show that the proposed method is robust to several at-
tack scenarios while maintaining a good compression
ratio.
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1 Introduction

The use of 3D content, mainly in the form of 3D meshes,
has become widespread in numerous applications: com-
puter aided design, scientific simulation or entertain-
ment (video games, 3D movies). The increasing needs
of precision and realism lead to an important increase
in the complexity and size of these 3D data; besides,
more and more applications now aim to run on very
heterogeneous devices from high performance worksta-
tions to smart phones, and need to transmit these data
over heterogeneous networks (including low bandwidth
channels) to provide a remote access. For instance, in
most of scientific visualization applications, the 3D data
are produced in high performance computing centers
and then analyzed remotely by teams of scientists and
engineers who are geographically distant and who may
have heterogeneous visualization devices. In such sce-
narios, the main bottlenecks are: (1) how to transmit
efficiently this 3D content, (2) how to adapt the 3D
content to the graphic capabilities of the user device,
(3) how to protect this content during its transmission,
and (4) how to reconstruct the original 3D content after
the protection phase at the receiver.

Issues (1) and (2) can be resolved by the use of pro-
gressive compression techniques [16]; indeed, progres-
sive compression allows to achieve high compression
ratio (and thus fast transmission) and also to produce
different levels of detail (LoD), allowing to adapt the
complexity of the data to the remote device by stop-
ping the transmission when a sufficient LoD is reached.
The main idea is to transmit a simple coarse mesh (low-
resolution), and a refinement sequence permitting to re-
construct incrementally the mesh during the transmis-
sion. Most of progressive compression techniques, such
as [1], consist in iteratively decimating the mesh (ver-
tex/edge suppressions), while storing the information



Ho LEE et al.

necessary to the process inversion, i.e. the refinement
(vertex/edge insertions during the decompression).
Issue (3) concerns the intellectual property protection
problem, indeed during its transmission or visualization
the 3D content can be duplicated and redistributed by
a pirate. Digital watermarking is considered as a good
solution to this emerging problem [21]; it consists in
hiding a secret information (the watermark) in the 3D
content itself, usually by slightly modifying its geom-
etry. Issue (4) can be resolved by the use of reversible
watermarking scheme, where the slight modification in-
troduced by watermarking is perfectly restored at the
receiver side [24].
The main problem is how to combine compression and
reversible watermarking? A simple solution consists in
firstly inserting the watermark into the 3D model and
secondly compressing it; however since the mesh is trans-
mitted in a progressive way until a certain level of detail
(not necessary the finest one), the mark have to be read-
able in all intermediate LoDs. In other words, the mark
have to be robust to the iterative simplifications pro-
cessed during the progressive encoding, unfortunately
it is often not the case; to illustrate that, we have wa-
termarked two 3D meshes, Horse (113K vertices) and
Dragon (50K vertices), with the moment-based blind
scheme from Wang et al. [22] which has shown to be one
of the most robust techniques among the state of the art
especially against simplification. Figure 1 illustrates the
results of the watermark extraction in all levels of detail
from the finest (level n) to the coarsest (around 1000
vertices). These levels of details have been obtained us-
ing the progressive compression algorithm from Alliez
and Desbrun [1]. This figure illustrates clearly that af-
ter level n— 3 (i.e. after 3 decimation iterations) the bit
error rate grows very quickly (50% means a random ex-
traction); hence under this scenario (watermarking then
compression) the mark will be extractable only in the
finest LoDs even when using a very robust technique.
To resolve this issue we propose a joint compression-
watermarking scheme where the mark insertion is done
within the progressive compression process, hence the
watermark extraction can be done at each intermediate
level of detail, even the coarsest ones. A histogram bin
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Fig. 1 Robustness of the watermarking algorithm from
Wang et al. [22] under the progressive compression from Al-
liez and Desbrun [1].

shifting technique is used to embed the watermark bits.
During the encoding, at each decimation, mesh vertices
are separated into two sets (removed and remaining ver-
tices), and a histogram is computed for each set based
on the distribution of its vertex norms from the mesh
gravity center. We split these histograms into distinct
bins and modify these histograms by shifting the bins
to embed one bit. To increase the watermark payload
(i.e the number of embedded bits), we decompose the
mesh into regions so as to insert one bit into each re-
gion. Fig. 2 illustrates the global principle of our algo-
rithm. The mesh refinement as well as the watermark
extraction are achieved progressively.

This paper is organized as follows: section 2 presents
the related works while sections 3 and 4 respectively
detail the two components of our joint scheme: pro-
gressive compression and reversible watermarking. Sec-
tion 5 presents extensive experiments regarding pay-
load, distortion, compression ratio and robustness of
our joint scheme.
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Fig. 2 An example of progressive decoding and watermark
extraction.

2 Related Works
2.1 Progressive Compression

The concept of progressive mesh compression was intro-
duced for the first time by Hoppe [9]; in his work, the
mesh is iteratively simplified by performing a sequence
of edge collapses (two connected vertices are merged to-
gether); to reverse these operations during decompres-
sion, the positions of the vertices to split are explicitly
encoded hence this method is very costly. A bunch of
methods were then introduced, like [19,15], to improve
the compression ratio by applying the collapse/split op-
erations on sets of independent vertices. Other methods
are based on vertex removal, they consist in removing
sequences of vertices and re-triangulating the holes left
by the deletions at no cost [5,1]. All the progressive
algorithms described above are connectivity-driven al-
gorithms, meaning that the priority is given to the con-
nectivity coding. Observing that the mesh’s geometry
data is larger than the connectivity data, more recent
research has focused on geometry-driven algorithms like
Gandoin and Devillers [7] and Peng and Kuo [16]; these
methods outperform the other in term of lossless com-
pression rate however they provide quite poor visual
results at intermediate levels of detail. Very recently
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Valette et al. [20] and Peng et al. [17] proposed two
new progressive approaches. [20] is based on a recon-
struction scheme, the algorithm starts from a coarse
version of the original model which is refined progres-
sively by inserting a vertex to the longest edge using
edge split operation, aiming to generate uniformly sam-
pled intermediate meshes. The algorithm from Peng et
al. [17] aims at carefully preserving the relevant features
at each intermediate level of detail using a hierarchical
clustering.

Our joint watermarking-compression algorithm is based
on the progressive compression from Alliez and Desbrun
[1], later improved by Lee et al. [11]; this method has
the benefit to be simple to implement, fast and to pro-
duce results competitive with the very recent state of
the art in term of rate distortion curve. We have to
precise moreover that our watermarking method could
be integrated to most of the progressive compression
schemes presented above.

2.2 3D Watermarking

Whereas the first method was introduced almost 15
years ago [14], 3D mesh watermarking is still in its early
stage; indeed, even if a lot of methods have been intro-
duced so far [21] only few of them are both robust (i.e.
able to survive malicious attacks on geometry and con-
nectivity) and blind (the original model is not needed at
extraction) whereas these two characteristics are criti-
cal for copyright protection. Existing robust and blind
methods are mostly based on robust shape descriptors:
Zafeiriou et al. [27] consider the histogram of the vertex
coordinate prediction errors, Cho et al. [3] use the his-
togram of the vertex norms, Wang et al. [22] rely on the
volume moments of the shape and Wang and Hu [23]
use the integral invariants. Some other robust methods
embed the mark into a transform domain: Konstan-
tinides et al. [10] embed the mark in the spheroidal
harmonic coefficients while Liu et al. [12] consider a
spectral transform. Praun et al. [18] use the multireso-
lution decomposition method of Hoppe [9] to find the
salient spatial parts and to embed the watermark in
these parts.

Our algorithm is blind and robust to geometry attacks;
moreover it owns two important supplementary prop-
erties regarding these existing works; firstly it is re-
versible, i.e. once the mark is extracted it can be re-
moved to retrieve the original non-distorted shape and
secondly it is joint with compression (i.e. the mark in-
sertion is embedded into the progressive compression
algorithm). The next two subsections detail existing re-
versible and joint techniques; since there exist very few
or even no 3D mesh techniques with these properties,
the following subsections will largely focus on existing
works for 2D image.

2.3 Reversible Watermarking

In reversible watermarking, the receiver should recover
the original object after extracting the embedded wa-
termark [24]. The reversibility is desired where the al-
teration of original object is not preferred. For 3D meshes,
one method is based on prediction-error expansion [25].
Lu [13] presented an alternative reversible method based
on vector quantization, where the reversibility is limited
with the quantization scheme. Our proposed algorithm
is based on histogram shifting of geometric information
of LoDs.

2.4 Joint Compression and Watermarking (JCW)

The watermarked content should be compressed before
transmission in order to minimize the transmission cost.
Separate compression scheme of a watermarked content
may (1) decrease the robustness of the watermark, or
(2) increases the compression rate for a given distortion.
In order to cope with these two inconvenient situations,
one recent strategy is to apply watermarking and com-
pression jointly. For the time being, JCW methods have
been applied only on 2D data, especially in image wa-
termarking and compression. DCT coefficients of JPEG
image are jointly compressed and watermarked by [26],
and [8] proposes a JCW method for wavelet coefficients
of JPEG-2000. Very recently, Chen and Chen [2] pro-
posed a watermarking scheme applying on a progressive
mesh representation obtained through iterative simplifi-
cation, however they did not apply practically the com-
pression. Hence our method applies such joint compres-
sion and watermarking operation for the first time for
3D meshes, moreover the watermarking is reversible.

3 Progressive Compression

Our joint compression-watermarking method is based
on the progressive algorithm of Alliez and Desbrun [1],
since it is one of the most efficient connectivity-driven
algorithm which produces very competitive results com-
paring to the most recent algorithms.

In this algorithm, levels of detail (LoDs) are gener-
ated by applying successively a pair of conquests which
remove a set of vertices : decimation and cleaning con-
quests. Decimation conquest traverses the mesh in a
deterministic way by means of patch-based traversal.
A patch is a set of facets around a vertex. When the
center vertex of the current patch has valence code in-
ferior to 6, this vertex is removed and the patch is re-
triangulated. The deterministic patch re-triangulation
allows to preserve as mush as possible the regularity.
In the same way, cleaning conquest removes vertices
of valence 3. Fig. 3 illustrates the decimation and the
cleaning conquest applied on a regular mesh.
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For the geometry coding, firstly mesh vertices are
uniformly quantized. Then, the authors use a local pre-
diction which is the barycentric prediction. When a ver-
tex is removed, the average position of its neighboring
vertices is computed to predict its position and the dif-
ference is encoded. This prediction method performs
particularly well for smooth surfaces. To further reduce
geometry bit rates, they adopt also a local coordinates
system to separate tangential and normal components.
This geometry coding has been later improved by Lee
et al. [11].

(b) (c)

Fig. 3 A regular mesh (a) is simplified by the decima-
tion conquest (b) and the cleaning conquest (c) in the al-
gorithm [1].

4 Watermarking Method

To insert the watermark bits within the progressive
compression algorithm, we consider a reversible water-
marking technique. This kind of technique is often used
in scenarios where the integrity of the original has to
be guaranteed.

In a progressive compression approach, the model is
successively reconstructed at the decoding side. Thus,
it is proper and natural to extract also progressively
the watermark instead of waiting the full transmission.
This progressive extraction can be realized through a
repeated watermark insertion into each level of detail
during the encoding process.

However the iterative use of classical watermarking
methods would deform increasingly and severely the
mesh shape, presenting no interest to the user. This
issue forces us to combine progressive compression al-
gorithm with a reversible watermarking method, which
permits to remove the deformation caused by the wa-
termark insertion and to restore in a lossless way the
input mesh at the end of transmission.

Among various existing reversible watermarking me-
thods, we adopt the histogram bin shifting technique.

4.1 Watermark Primitive Selection

The objective of histogram bin shifting techniques is
to insert the watermark bits by constructing two his-
tograms of a characteristic feature presenting similar
distributions and then by shifting slightly these his-
tograms. The initial similarity of these histograms is

crucial for this technique since the watermark insertion
is possible only when the two histograms present a very
close distribution. For instance, in [6], De Vleeschouwer
et al. divide 2D image pixels into two pseudorandom
sets and use luminance histograms.

To construct such histograms, two difficulties arise
in our case: (1) a 3D mesh feature has to be carefully
chosen in order to construct similar histograms even
for the coarsest levels of detail and also to achieve a
good robustness, and (2) 3D mesh has intrinsically ir-
regular topological structure, thus classifying the mesh
elements into two random-like sets is more difficult than
in the case of 2D images.

To resolve the first issue, firstly we assume that
the selected feature has to be related intrinsically to
the shape of the 3D mesh. This is the reason why we
choose to use distribution of distance between mesh ver-
tices and mesh center as in the work of Cho et al. [3].
The second issue consists in separating the mesh ver-
tices in a deterministic way so that the two sets Sp
and Sy have the same configuration of vertices for both
the embedding and the extraction. In addition, to ob-
tain a good similarity between the two histograms, it
is necessary to insure that vertices from the two sets
are well spread over the mesh surface. As our water-
marking method is carried out in combination with the
progressive compression, a simple and reliable way is
to consider, at each iteration, the sets of vertices which
are removed (blue vertices in Fig. 3 form S;) and which
remain (white vertices in Fig. 3 form S5).

4.2 Watermark Embedding

The first task of our embedding method is to convert
the cartesian coordinates of each vertex v; = (24, y;, 2;)
of the current level of detail into spherical coordinates

(’I“i, 91', (bz) using :
Ty = \/(xi - ‘TC)Q + (yi - yc)2 + (Zz - Zc)2

Zi — 2
ai: —1,% c
cos (77"1‘ )
¢; = tan~ 1 (LYo 0<i<V-1 (1)
T — Te

where, V is the total number of vertices of the current
intermediate mesh, V.. = (x, ye, z¢) is the center of the
mesh, and r; corresponds to the norm of the vertex v;.

Afterwards, vertices are divided into two sets S7 and
S5 as aforementioned, and the distribution of vertex
norms of the first set S; is divided into K distinct bins
B].k :

where 0 <7 < |S;|—1and 0 < k < K — 1. |Sy] is the
number of vertices in S1, Tmin and 7,4, are respectively
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Fig. 4 Histograms of vertex norms of two vertex sets of the
finest level (level n) and those of the level n — 7 of the Rabbit
model.

the minimum and the maximum of the distances of all
vertices (i.e. vertices included in Sy or in S3). A is the
size of each bin and also the unit distance used to divide
the distributions of vertex norms :

Tmaz — Tmin

A = [mar i (3)

In the same way, the bins B2 of the second ver-
tex set So are obtained. Note that, the A and V. of the
finest level of detail are used for all intermediate meshes,
and the decoder needs these values to extract correctly
the watermark. Histogram H; (resp. Hs) is then pro-
duced by counting the number of vertices in each bin
B1y, (resp. B2g). In the Fig. 4, (a) and (b) illustrate re-
spectively Hy and Hs of the finest level (level n, 67039
vertices) and (c) and (d) illustrate respectively those of
the level n — 7 (2970 vertices) of the Rabbit model. We
set the number of bins K = 64 for these examples.

We can observe in this example that the histograms
H, and H, are very similar even for a coarse level of de-
tail hence it demonstrates the efficiency of our selected
primitive and of our method to create the two sets of
vertices.

Then, we calculate the centers of mass C My of Hy
and C M5 of Hoy as follows :

K—1 K-1
kIB1] kB2

CMy=> CMp =" 4

B = R = R W

where |B1g| and |B2g| are the numbers of elements in
the bin Bl and B2;.

These two values are generally very close to each
other. For example, CM; = 21.19 and CM, = 21.07
for the finest LoD of the Rabbit model (Fig. 4.a and
Fig. 4.b) and CM; = 21.6 and CMy = 20.8 for the
level n — 7 (Fig. 4.c and Fig. 4.d).

To embed a watermark bit, we modify the relative
ordering of C'M; and C M5. More concretely, we modify

‘Watermark = 0 i i
‘i _—

012 3 45678

L

12345678

012345678

Fig. 5 The value of the center of mass C'M; is modified to
insert a bit. The modification is carried out by shifting the
bins of the histogram H;. Here we set the embedding level
L=1.

CM; by shifting the bins of the histogram H; so that
the sign of the difference between the modified C M7
and CM, takes a specific value, according to the wa-
termark bit to insert:

<0ifw=0

CM;”CMQ{>Oifw_1 (5)

Fig. 5 illustrates the histogram shifting operation.
More precisely, this operation consists in subtracting
(resp. adding) A from (resp. to) the vertex norms of
the set S if the embedded bit is 0 (resp. 1).

ri=r; —ALifw=0

VUlESl’ ri=r;i+ALifw=1 (6)

In this equation, L designates the embedding level
(set to 1 in Fig. 5). It corresponds to the number of
shifted bins and it is also related to the degree of vari-
ation of CM; (i.e. the strength of the watermark). The
histogram shifting modifies the center of mass as fol-
lows:

w [CMi—Lifw=0
CM; _{CM1+Lifw:1 (™)

At the receiver side, the bit is retrieved from the
sign of CM{’" — C M.

In the proposed method, the watermark insertion is
possible only when the absolute difference between the
two initial center of mass is inferior to the embedding
level (|CM; —CMs| < L). Otherwise, it is a special case
where the embedding is not possible. This special case
is discussed in detail in Section 4.4.

Note that we only modify the histogram of the set
S1 which is composed of vertices which will be removed
at the upcoming decimation. The reason is that in pro-
gressive mesh transmission schemes, the preservation of
the original shape in all LoDs is important. So, by not
modifying vertices in Sy, vertices in all LoDs conserve
their initial position, optimizing the geometric quality.
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4.3 Joint Watermark Extraction and 3D Mesh
Restoration

To extract the watermark, we need the position of V,
and A used for the embedding process. Therefore, we
need to store these 4 float data for the correct water-
mark extraction, they constitute the watermark key.
The extraction process is similar to the embedding one.
Fig. 6 illustrates one iteration of the decoding (i.e. mesh
refinement) and watermark extraction. Firstly, the cur-
rent intermediate mesh (Fig. 6.a) is refined with inser-
tion of a set of vertices in red in (Fig. 6.b). This mesh
contains a visible distortion since the positions of the
inserted vertices were changed during the watermark in-
sertion at the encoding. Then, the two histograms are
constructed from the two sets of vertices (resp. black
and red in the figure).

The comparison between the two centers of mass
CM{" and C'My of these histograms allows extracting
a watermark bit w’ by calculating the sign of their dif-
ference:

[0 CMY — My <0
"] 1 otherwise

(8)

Afterwards, the mesh geometry is corrected by per-
forming the opposite operation of the embedding pro-
cess (Fig. 6.c):

P . 3 /:
VviESl,rl r, + AL ifw' =0

TZ‘:Ti—ALiwaZI (9)

Fig. 6 A step of mesh refinement and watermark extraction.
An intermediate mesh (a) is refined (b). After the extraction,
the distortion induced by the watermark embedding is re-
moved (c).

4.4 Handling of Special Cases

In the proposed method, a special case occurs when
|CM; — CMsy| > L. In this case, the two sets of ver-
tices cannot carry a bit of information, since we can-
not adjust the sign of the difference of the two centers
of mass according to the watermark bit using the his-
togram shifting (Eq. 5 and Eq. 7). However, even in
this situation, we have to modify C'M; by shifting the
histogram H; in the direction which makes the differ-
ence become larger, in order not to interfere with the
watermark extraction of the normal cases.

The decoder can thus detect this special case by
comparing CM{’ and C'Ms:

{normal case, if |[CM{* — CM,| < 2L

special case, if |[CM7}" — CMs| > 2L (10)

In the case of 2D images [6], the problem of Salt-
and-Pepper occurs since the highest and lowest bins are
shifted to the other side due to the limited and fixed
number of bins (number of pixel intensity (256) in [6]),
causing a significant visual distortion. In our case, this
issue can be easily resolved by generating empty bins
at the two extreme sides. Usually the center of gravity
of the mesh and the closest vertex are enough distant
to create empty bins. If the distance between the center
of gravity and the closest vertex is too small, the center
of the gravity is moved to the location which enables
the creation of empty bins.

4.5 Complete Reversibility and Prediction Method for
Geometry

In our algorithm an initial and global quantization is
performed at the beginning. Therefore, all vertices have
quantized positions and these positions are restored in
our reversible scheme.

Unfortunately, the reversibility is not guaranteed for
all vertices. An example is shown in Fig. 7. During the
embedding, an initial vertex V; is moved by adding A
to its distance from the center of gravity, V.. Then it
is moved to the nearest quantized position, V,, (wa-
termarked position). At the extraction, the vertex V,
is displaced this time by subtracting A and then it is
moved to the nearest quantized position, V. (extracted
position). Positions of V; and V, are different in this
case, since the displacement is not performed in the ex-
actly same direction between the embedding and the
extraction.

To avoid accumulation of geometric error during the
iterative refinement and watermark removal, the ex-
tracted positions are precomputed during the encoding
process and they are used for the geometry coding.

A
v.‘/‘ﬁ

Fig. 7 An example of violation of reversibility. The initial
position V; is moved to the watermarked position V,, during
the embedding. At the extraction, V, is moved in a slightly
different opposite direction. The resulting extracted position
Ve is different from V; in this case.

We offer also the possibility of a complete reversibil-
ity, by encoding in the compressed stream, the differ-
ence between V. and V. In the example of Fig. 7, we
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encode a vector (1, 0) to move V, to the initial position
V;. Such violation of reversibility occurs rarely, hence
only a very small extra coding cost is needed for this
option (see experiments).

The watermarking insertion usually affects the cod-
ing rates, since the mesh geometry is deformed during
the watermark embedding which precedes the encoding;
the geometry of the current mesh (Fig. 6.c) is modified
to embed a watermark bit (Fig. 6.b) and then these
modified vertices are encoded to allow the decoder to
extract the watermark.

To reduce the deterioration of the coding perfor-
mance, we propose a new prediction method, as illus-
trated in Fig. 8.

Fig. 8 The original prediction method (left) [1] does not
perform well in our joint system (right). Our proposed pre-
diction method takes into account the displacement of the
vertex (Vy) to encode efficiently the geometry.

Fig. 8.a shows the prediction method used in the
original geometry coder [1]. Position of the vertex to be
removed V5 is predicted as the average position By of its
neighboring vertices Vo and V;. In our case (Fig. 8.b),
V5 is moved to V5 by the watermarking insertion hence
Bi becomes a very bad prediction of its position. To
resolve that, we predict it using B which is the average
position of V; and V; after a displacement with the same
amplitude and same sign from the center of gravity V..
By taking into account this displacement, the geometry
in encoded more efficiently.

One important issue is to know the displacement
sign of each region at the receiver side. This issue is re-
solved by encoding the three first visited vertices with-
out any prediction so that the decoder deduces the di-
rection from comparison between these vertices and the
configuration of their neighboring vertices.

4.6 Increase of Watermark Payload

The proposed method can embed only one bit in each
level of detail. This watermarking payload (number of
embedded bits) is usually not enough for common ap-
plications. To increase the payload, we first decompose
the mesh of each LoD by grouping vertices into regions

so as to embed a bit into each region. The decomposi-
tion has to be processed in a deterministic way so that
both the encoder and the decoder have the same region
configuration. Our simple and fast way is to decompose
first the coarsest mesh into R regions, and then to grow
these regions simultaneously with the mesh refinement.
More concretely, every time a vertex is inserted, we as-
sign the index of the most frequent region among its
neighboring vertices. This mesh decomposition allows
increasing the number of inserted bits.

We observe that the number of vertices in a region
has to be high enough to be able to carry a bit of in-
formation, and it is often higher than necessary in the
finest resolutions of large meshes. To increase further
the embedding payload, we divide a region into two
sub-regions if its number of vertices is higher than a
user-defined parameter Ngjvision-

On the contrary, when a bit is inserted into a region
with very few vertices, this watermark bit is naturally
more sensitive; moreover, when the initial position of
a vertex is not restored correctly due to the reversibil-
ity violation problem (cf. Section 4.5), this vertex can
be assigned to an other bin, disturbing the correct wa-
termark extraction for a region with few elements. For
those reasons, when the number of elements of a re-
gion is inferior to N,,;,, this region is not used for the
watermarking.

5 Experimental Results

The proposed method has been implemented in C++.
Several models are used for the evaluation and four
of them are shown in Fig. 9: Horse (19 851 vertices),
Bunny (34 835 vertices), Dragon (50 000 vertices) and
Venus (100 759 vertices). The watermark bits are gen-
erated randomly. The following parameter settings are
used in our experiments, if any modification is men-
tioned; the number of bins K = 256, the number of
regions R = 20, the embedding level L = 2, the mini-
mum number of elements to use the region for the wa-
termarking N,,;, = 50, and the region division and the
complete reversibility options are disabled.

5.1 Baseline Evaluation

Fig. 10 illustrates the meshes obtained after the full
reconstruction without using the complete reversibility
with an embedding level L = 6. We can see that the
distortion is quite imperceptible, even if some vertices
violate the reversibility during the watermark extrac-
tion (see Section. 4.5).

We also illustrate a step of vertices insertion and
watermark extraction in Fig. 11. We insert a set of wa-
termarked vertices to an intermediate mesh of level n—4
of the Horse model (a) to obtain a higher level of detail
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a

(b) during the decoding process. Then, the watermark
is retrieved and the mesh geometry is corrected (c).
During the progressive transmission, these two opera-
tions are performed together so that the intermediate
meshes which are deformed by the watermark insertion
are not visualized at the receiver side.

Table 1 shows the compression performance of the
original algorithm of Alliez and Desbrun (AD 2001) [1]
and the proposed method for L = 2 and L = 6. All
meshes are quantized using 12 bits. Distortions between
the original models and the reconstructed models at the
finest level of detail are measured by Metro tool [4] in
terms of maximum root mean square error (MRMS)
with respect to the bounding box. We list also the pro-
cessing time of the joint compression and watermark
embedding (in seconds) and the payload. All the tests
are achieved on a laptop running on an Intel Core 2
Duo T9600 2.80 GHz processor with 4 GB memory.

Our quasi-reversible method encodes the tested me-
shes with similar coding costs to the original compres-
sion method (AD 2001). The coding overheads induced
by the introduction of the watermarking are only 0.56
bits-per-vertex (bpv) with L = 2 and 1.10 bpv with
L = 6 on average, which demonstrates the efficiency of
the proposed geometry prediction method. This coding
overhead is mostly caused by the geometry deforma-
tion induced by the watermark embedding, and it is
barely affected by the number of inserted bits. Also,
the complete reversibility can be achieved with an ad-
ditional coding cost of 0.15 bpv with L = 2 and 0.45
bpv with L = 6 on average. The distortion values of
our complete-reversible me-thod correspond to the er-
ror induced by the initial quantization and we can see

Fig. 11 A step of vertices insertion and geometry correction
of an intermediate LoD: (a) Level n — 4 of the Horse model.
(b) A set of watermarked vertices is inserted for level n — 3.
(c) Reversible watermark extraction corrects the deformation
induced by the watermark embedding. Here we set L = 6.

that the reconstructed meshes with our quasi-reversible
method possess almost the same distortions.

Fig. 12 illustrates the embedding payload of the pro-
posed method for variable numbers of regions, R. The
region division option is disabled in Fig. 12.a and it is
activated with Ngjyision = 500 in Fig. 12.b. We can re-
mark that the payload is generally high for all tested
models and it is relatively proportional to the size of
the meshes. The reason is that large meshes have gen-
erally a higher number of LoDs and their regions are
composed of more elements. The number of LoDs is
between 10 and 14 for the tested models. We have also
applied our method on a less dense mesh (Fandisk, 6
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L Horse Bunny Dragon Venus

AD 2001 20.80  18.55 19.94 17.30
Quasi-roversible 2 21.18 1947 20.34 17.95
6 21.65  20.27 20.48 18.68

_s 2 3.71 3.65 4.00 3.36

MRMS (1077) 6 447 425 4.72 3.73

. 2 2133  10.61 20.52 18.05
Complete-reversible 5995 5575 9097 18.97
MRMS (1073) 3.70 3.46 3.79 3.24
Processing time (s) 1.37 2.43 3.82 7.57
- 2 93 116 110 171

Payload (bits) 6 106 131 137 183

Table 1 Compression rates of the original method (AD
2001) [1], our method with quasi reversibility and with com-
plete reversibility. The numbers are in bits-per-vertex (bpv).
Distortions, processing times and payloads are also listed.
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Number of region R Number of region R
@

Fig. 12 Watermark payload versus number of regions. Initial
number of regions is preserved during the whole transmission
in (a) and large regions are divided in (b) with threshold
Ndivision = 500.

475 vertices). The number of LoDs for this model is 7,
and we can embed 52 bits with L = 6. The payload is
sufficient even for the models with few vertices.

In the proposed method, the mesh refinement can
be achieved without using the watermark extraction.
Thus, according to the permission level of each user,
we can provide different quality of the mesh geometry
by activating or not the watermark extraction. For in-
stance, we can disable the watermark extraction and
geometry correction for the users with limited autho-
rization so that they obtain significantly deformed re-
constructed meshes, as illustrated in Fig. 13.

Contrary to an encryption algorithm which forbids
unauthorized users to obtain the reconstructed mesh,
our method allows them progressive visualization of the
distorted version of the model.

5.2 Robustness Evaluation

For the robustness evaluation, we set N,,;, = 200 and
L = 6. The robustness of the embedded watermark is
evaluated in terms of BER (bit error rate) and corre-
lation between the inserted watermark bit string {w,, }
and the extracted one {w/ } as given by the following
equation:

ZnN;(Jl (wy, — W) (w;, — ")

VN (- w) S (e, — )

Corr =

(11)

(a) (b) (c)

Fig. 13 The reconstructed meshes without the watermark
extraction and geometry correction: (a) Venus, (b) Bunny,
(c) Dragon.

Model MRMS (10~%) BER Corr Payload
Horse 1.03 0.01 0.98 51
Bunny 1.52 0.01 0.98 72
Dragon 2.42 0.34 0.32 83
Venus 1.77 0.07 0.85 128

Table 2 Robustness against the channel noise which is sim-
ulated by random noise addition attack to every inserted ver-
tex.

where W and W’ are respectively the average of {w,}
and {w],}. The results are obtained as the average of
five experiments using different watermark bits.

5.2.1 Robustness against channel noise

During the transmission over the network, errors can
be introduced due to noise on the channel. These errors
can perturb the decoder so that the positions of the in-
serted vertices are modified. We evaluate the robustness
against this attack by considering it as a random noise
addition attack applied to every inserted vertex at each
refinement operation.

Table 2 presents the robustness results. The am-
plitude of noise addition is set to 0.5% of the average
distance from the vertices to the mesh center. Our al-
gorithm is fairly robust against such attack except the
Dragon model, since its shape complexity is relatively
high regarding its number of elements.

5.2.2 Robustness against intentional attacks

During the transmission, any intermediate mesh can be
stolen and modified by a pirate to remove the water-
mark. Thus, the protection of all intermediate meshes is
crucial. In the proposed method, the extraction of the
watermark bits from any level of detail (to prove its
ownership) is possible, simply by inserting the vertices
of the next resolution level. The finest level can also be
protected by creating and by encoding a supplementary
level at the encoding process using a mesh subdivision
method. This supplementary level is not transmitted to
the client and it is used only for the protection of the
finest level.

We give here the robustness evaluation against only
common geometric attacks. As our algorithm is based
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Model MRMS BER Corr

(1073) [ Our Cho Wang | Our Cho Wang
Horse 3.82 0.04 0.91
Bunny 3.52 0.03  0.17 0.11 0.93 0.69 0.77
Dragon 4.17 0.04 0.19 0.86 0.61
Venus 4.00 0.07 0.11 0.91 0.78

Table 3 Robustness against random noise addition with an

amplitude of 0.5%.

Model MRMS BER Corr
(1072) Our Cho Wang | Our Cho Wang
Horse 2.22 0.02 0.96
Bunny 2.35 0.03 0.16 0.19 0.93 0.69 0.62
Dragon™ 2.66 0.33 0.24 0.31 0.52
Venus 2.59 0.01 0.04 0.99 0.92

Table 4 Robustness against Laplacian smoothing with 30
iterations and a deformation factor A = 0.03. For the Dragon
model 50 iterations are used.

Model MRMS BER Corr

(1073) [ Our Cho Wang | Our Cho Wang
Horse 3.18 0.03 0.93
Bunny 3.33 0.05 0.47 0.15 0.91 0.07 0.70
Dragon 4.25 0.35 0.39 0.26 0.23
Venus 4.18 0.11 0.11 0.77 0.79

Table 5 Robustness against uniform 7-bit quantization of
the mesh vertices.

on a connectivity-based compression technique, the re-
finement is not possible when a change of connectivity
occurs. Hence our algorithm is not robust to connectiv-
ity change.

In Tables 3, 4 and 5 we compare the robustness eval-
uation results under random noise addition, smoothing
and uniform quantization of the mesh coordinates with
the algorithm of Cho et al. [3] and Wang et al. [22].
Their results have been taken from [22].

These comparisons have to be seen on a qualitative
basis since there are many differences between these
algorithms and ours:

— The payloads are not the same (45 to 75 bits for [22],
67 bits for [3] and 51 to 128 bits for us).

— The attacks are applied iteratively to each interme-
diate mesh, except the finest one, for our method
while these attacks are applied only once for the
other algorithms.

— Our method needs the center of gravity V. and A for
the watermark extraction, while the other methods
do not require any supplementary information.

We can see that even if the attacks are applied re-
peatedly in each level of details, our method demon-
strates very good robustness performances regarding
the algorithms from Cho et al. [3] and Wang et al. [22].
Bit error rates are very low, between 5% and 10%, in
almost all cases.

6 Conclusion

In this paper, we have presented joint reversible wa-
termarking and progressive compression of 3D meshes.
Each LoD is compressed and watermarked by modify-
ing the geometry of refined vertices with respect to the
center of mass of the original 3D mesh. The watermark
process is reversible in the sense that the geometrical
modifications introduced by the embedding processing
can be removed after watermark extraction. The pro-
posed method is robust against channel noise and in-
tentional attacks while having slightly additional com-
pression rate cost. For future works, we plan to extend
the robustness of our method to connectivity attacks.
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